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Date:  Enter date
Customer Name:  Enter Agency Name
Request Number:  Enter Request Number
REQUIREMENTS DOCUMENT

[bookmark: _GoBack]Summary 
This requirements form enables eligible customers, “Customer,” to request a custom work request solution for data network services and infrastructure including Wide Area Network, Metropolitan Area Network, Local Area Network, Remote Access, and Network Security.  This requirements form is limited to requesting a proposal for this service.  Proposal requests for other services should be made using one of the other requirements forms or the generic requirements document.  

The information provided in this requirements form will be used by Northrop Grumman, “Vendor,” to prepare a custom work request proposal which will be delivered to the customer for review and approval prior to implementation.  This form is not authorization for VITA or its vendor to proceed with implementation of the service.  

The period of time to deliver a customer proposal from the receipt of the final version of customer requirements is 52 calendar days.  Please use this amount of time for planning purposes although proposals are often developed in less time.  Please contact VITA at VITAOneStop@vita.virginia.gov or through your CAM if there is an urgent need for this proposal.
Stakeholders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name	Primary Customer Point of Contact (POC)
	Enter telephone number
	Enter email address

	Enter Name - Optional	Additional Customer Point of Contact (POC)
	Enter telephone number
	Enter email address


Requirements
	Item
	Description

	Desired Production Date
	Enter the estimated date on which the service must be implemented and in production.  
	mm/dd/yy

	
	Provide details concerning the estimated production date.  Indicate if this is a soft or hard date.

	
	Requested production date details - optional

	Business Impact
	Provide details regarding the impact of this work request to other work requests, critical customer operations, and/or schedules.

	
	Enter comments here – Optional

	Does this WR support a major IT project?
	Select answer	If yes, what is the major IT project name:
	Enter Name
	Supplemental Information
	Provide a brief summary of all supplemental information (asset lists, floor plans, application requirements, technical specifications etc.) that will accompany this requirements document.  

	
	Optional

	Multiple Requirements Documents
	Are there multiple requirements documents being submitted as part of this work request
	Yes/No

	
	Note:  All requirements documents for a work request must be submitted at the same time.  This requirements document may not be submitted as part of a work request that uses a Standard Form.

	Assumptions

	Cabling from Demarc to Wall port
	The requesting agency will procure and manage the installation of any additional network and telephone cabling required for connectivity from the demarcation (demarc) to the wall port.

	Cabling Standard
	Cabling at the facility will meet COV standards and be a minimum of CAT-5E.

	Telecommunications Service Request (TSR)-Wide Area Network (WAN)
	The customer must submit TSR for new WAN circuits in addition to the Work Request.  Circuit release orders will be submitted upon receipt of customer's approval of the solution.  Circuit orders require lead times of 45-72 business days for delivery from Telecommunications vendor.

	Addition to MPLS

	To be completed for existing sites being added to the MPLS network.  Vendor solution may include the provision of a Managed Router, Managed Switch and/or a Managed Firewall.  Upon moving onto the MPLS network, all connected devices may be re-IP'd with IP addresses from the managed MPLS address range.

	* Vendor will provide agency VLAN and VRF to router and switch configuration
* Vendor will use information provided to suggest bandwidth for WAN Circuit
* If a VPN connection to a third-party agency is required, complete the Site-to-Site VPN portion of form.
* Unless requested, the MPLS Circuit will be sized based on the existing circuit.

	Number of network users:
	Enter answer

	Number of networked devices:
	Enter answer

	Number of local servers:
	Enter answer

	Number of networked third-party devices:
	Enter answer

	Is Guest VLAN access required?
	Select answer

	VoIP Phone:
	Select answer

	Video Teleconference (VTC):
	Enter answer

	Video (e.g. security cameras):
	Enter answer

	Wireless:
	Select answer

	Other Networked Device:
	Enter answer

	Is site co-located with another agency?
	Select answer

	Is yes, who?
	Enter answer

	Additional Information about Devices (if available):

	Enter details here

	Wireless Network Requirements

	To be completed for wireless network service when the Standard Form for Wireless (form 8-090) cannot be used due to the conditions on the form or if this service is part of a larger consolidated effort under this work request.   

	Quantity of concurrent network users for wireless service?
	Enter answer

	Estimated quantity of rooms/spaces that require wireless service?
	Enter answer

	Is Wireless Guest VRF required?
	Select answer

	List reason(s) why the standard form for wireless service cannot be used for this request.

	Enter details here

	Are floor plans for spaces requiring wireless coverage included with this work request?  See below requirement.
	Select answer

	Requirement:  Floor plans are required if wireless service is being requested for multi-room spaces or an entire building, not just a specific room(s).  Non-architectural drawings are acceptable.  

	Security (Site-to-Site VPN)

	To be completed for Site-to-Site VPN Tunnel service when the Standard Form for Site-to-Site VPN (form 8-004) cannot be used due to conditions on the form or if this service is part of a larger consolidated effort under this work request.   

	* Vendor will provide an IPSec site-to-site VPN.  Third-parties VPN device must support standard IPSec VPNs in order to connect to Vendor network.
* The Customer's Agency Information Security Officer must approve all security requests.

	Data
	Details
	Customer

	Firewall IP Address
	(Supplied by Vendor)
	Enter answer

	Firewall Make
	(Supplied by Vendor)
	Enter answer

	IP Address Assignments (Connecting from/customer)

	System Function (source) of Customer side of VPN Tunnel
	Server, Workstation, Other
	Enter answer

	IP Address of Device
	Device IP address, not Firewall IP address
	Enter answer

	Port Numbers
	
	Enter answer

	Protocol
	TCP or UDP
	Enter answer

	Service
	Example: http
	Enter answer

	Project or Application
	Provide Project or application
	Enter answer

	IP address Assignments (Connecting to/VITA)

	System Function (source) of Customer side of VPN Tunnel
	Server, Workstation, Other
	Enter answer

	IP Address of Device
	Device IP address, not Firewall IP address
	Enter answer

	Port Numbers
	1004 - 65535
	Enter answer

	Protocol
	TCP or UDP
	Enter answer

	Service
	Example: http
	Enter answer

	Project or Application
	Provide project or application
	Enter answer

	IPSec Preparation – CESC

	
	Standard
	Will Support
	Will Not Support

	Authentication Method:
	Pre-Shared Key
	NA
	NA

	Pre-shared key:
	Exchanged over telephone
	NA
	NA

	Hash Algorithm (Phase 1): SHA-2-256 MD5
	SHA-2
	SHA-2-256
	MD5, SHA-1

	Encryption (Phase 1): DES, 3DES, AES-128, AES-192, AES-256
	AES-256
	3DES
AES-128
AES-192
	DES

	Key Exchange (Phase 1): DHG1, DHG2, DHG5, DHG14
	DHG5
DHG14
	DHG2
	DHG1

	IKE SA Lifetime: 28,000 seconds
	43,200 seconds (12 hours)
	N/A
	N/A

	Hash Algorithm (Phase 2): SHA-2, SHA2-256, MD5
	SHA-2
	SHA-2
SHA2-256
	MD5, SHA-1

	Encryption (Phase 2): DES, 3DES, AES-128, AES-192, AES-256
	AES-256
	3DES
AES-128
AES-192
	DES

	Encapsulation (Phase 2): ESP
	ESP
	N/A
	N/A

	IPSec Lifetime: 36,000 second
	21,600 seconds (6 hours)
	N/A
	N/A

	Security (Ports & Protocols)

	Provide information if known (information will speed solution development)

	** Ports and Protocols will be used by the Vendor to configure necessary firewall rules related to requirements of the work request.  Please complete this matrix as completely as possible.  Third-party vendors may be a source of this information.  Also, well know ports and registered ports can be found at http://www.ietf.org/assignments/port-numbers

	The following ports will allowed by default (Domain Controller Communications, DNS, NTP, Altiris, Anti-Virus, OS Licensing, Mail Relay, HP Open View

	Traffic Direction
	End Point
	End Point Function
	Protocol
	Ports and Services

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Additional Network/Security Requirements

	Use the below section if additional network/security requirements are available that are not provided in the above sections

	Enter details here


Change Order
For change orders (changes to a work request already approved for implementation but not complete), please update or add to the requirements in the above section to reflect the desired changes and provide a summary of the requested changes in the below section.  
	Row
	Change Order Requirement Summary

	1
	

	2
	

	3
	

	4
	

	5
	


Approval and Instructions for Submitting  
Upon the customer's completion and approval of the requirements package, the AITR (or AITR designee) must submit this document and any additional supporting documentation for solution development to commence.  Send the document(s) directly to the VITA OneStop email address (VITAOneStop@vita.virginia.gov).  If you load the documents to the Work Request Database, please send a message to the above email address so that VITA is aware that action needs to be taken.
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