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004-Site-to-Site VPN Tunnel Service Work Request
Date:  mm/dd/yy
Agency:  Name of Agency
Work Request Number:  ####
Summary 
This document is an Agency/Customer Work Request for a Site-to-Site Virtual Private Network (VPN) service.  This enables an Agency to use a public network, such as the Internet, to provide a secure connection among sites on the Agency’s network or to connect the Agency’s intranet to an extranet to reach third parties; e.g., partners, customers, resellers and suppliers. The information provided in this form will be used by Northrop Grumman, here after referred to as Vendor, to provide a secure VPN tunnel for the location referenced in the Project Information section.  
Conditions
The following conditions must be met for this Work Request to be used.
1. Must be an In-Scope Agency currently receiving Services under the CIA.
2. Partner, customer, reseller or supplier must have a VPN device that supports standard IPSec site-to-site VPNs.
3. Site-to-Site VPN Tunnel request has been validated by the data/system owner.
4. VPN tunnel connection between a partner, customer reseller or a supplier site and the Commonwealth Enterprise Solutions Center (CESC).  Note that CESC must be one of the two sites for this form to be used.
5. Completed Project Information section.
6. Completed IP Address and Type section
7. Completed IP Address Assignments section
Stake Holders
The following table lists the stakeholders for this solution.

	Name
	Role
	Work Phone
	Email

	
	Agency Information Technology Resource (AITR)
	
	

	
	Agency Point of Contact (POC)
	
	

	
	Customer Account Manager (CAM)
	
	

	
	Information Security Officer (ISO)
	
	

	
	Agency Operations Manager (AOM)
	
	






Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Facility Address 
	Physical street address with Suite # 
City, Virginia, ZIP

	Customer POC at Facility
	Name:  xxx
Phone Number: (xxx) xxx-xxxx
E-mail Address: xxx

	Information Security Officer (ISO) POC
	Name: xxx
Phone Number: (xxx) xxx-xxx
E-mail Address: xxx

	Requested Implementation Date
	Requested implementation date of this project is required by mm/dd/yy.  Note a minimum of 20 business days notice is required.

	Reason For Implementation Date
	Detail reason for requested implementation date:  xxx

	Period of Performance
	Estimated twenty (20) business days is required between the approval of this Work Request and the completion of implementation.

	Purpose of this Request
	Provide purpose 


Project Assumptions
	Assumption
	Description

	Incident Management SLAs
	Incident management SLAs don’t apply if the problem is on the 3rd party’s (partner, customer, reseller or supplier) end. 

	Industry standard IPSec protocol
	Partner, customer, reseller or supplier has a VPN device that supports standard IPSec site-to-site VPNs. 


	3rd Party technical support
	Vendor not responsible for providing technical support to 3rd party (partner, customer, reseller or supplier) in order to configure their VPN device.


Technical Approach
The following table lists the technical details for this request.

IP Address and Type
	DATA
	CESC
	CUSTOMER

	 Firewall IP Address
	(Supplied by Vendor)
	required

	 Firewall Make
	(Supplied by Vendor)
	required






IP Address Assignments (connecting from/customer)
	DATA
	DETAILS
	DATA

	System Function (source) of Customer side of VPN Tunnel
	Server, Workstation, Other
	required

	IP Address of Device
	Device IP address, not Firewall IP address
	required

	Port Number(s)
	Provided by developer or application vendor
	required

	Protocol
	Example:  TCP
	optional

	Service
	Example:  http
	optional

	Description (data flow)
	Example:  http access from … to VPM remote access services
	required

	Project or Application
	Provide project or application name
	optional



IP Address Assignments (connecting to/VITA)
	DATA
	DETAILS
	DATA

	System Function (source) of Customer side of VPN Tunnel
	Server, Workstation, Other
	required

	IP Address of Device
	Device IP address, not Firewall IP address
	optional

	Port Number(s)
	Provided by developer or application vendor
	optional

	Protocol
	Example:  TCP
	optional

	Service
	Example:  http
	optional

	Description (data flow)
	Example:  http access from … to VPM remote access services
	optional

	Project or Application
	Provide project or application name
	optional



	IPSec Preparation – CESC

	
	Standard
	Will Support
	Will Not Support

	Authentication Method:
	Pre-Shared Key
	NA
	NA

	Pre-shared key: 
	Exchanged over telephone
	NA
	NA

	Hash Algorithm (Phase 1): SHA-1, SHA-2-256 MD5
	SHA-1
	SHA-2-256
	MD5

	Encryption (Phase 1): DES, 3DES, AES-128, AES-192, AES-256
	AES-256
	3DES
AES-128
AES-192
	DES

	Key Exchange (Phase 1): DHG1, DHG2, DHG5, DHG14
	DHG5
DHG14
	DHG2
	DHG1

	IKE SA Lifetime: 28,000 seconds
	43,200 seconds
(12 hours)
	NA
	NA

	Hash Algorithm (Phase 2): SHA-1, SHA-2, SHA2-256, MD5
	SHA-1
	SHA-2
SHA2-256
	MD5

	Encryption (Phase 2): DES, 3DES, AES-128, AES-192, AES-256
	AES-256
	3DES
AES-128
AES-192
	DES

	Encapsulation (Phase 2): ESP
	ESP
	NA
	NA

	IPSec Lifetime: 36,000 seconds
	21,600
(6 hours)
	NA
	NA



	Item
	Description

	Communications Protection
	3rd Party has a device that can perform IPSec with a Juniper ISF2K device.

	Transition
	For post implementation support, Customer will be required to submit a service ticket to the VCCC helpdesk.


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	Site-To-Site VPN Tunnel
	The IT Partnership has configured and verified a secure tunnel has been established and traffic is passing between the two sites via User Acceptance Testing (UAT).

	Security Compliance
	The VPN tunnel has been configured in accordance with IT Partnership security standards.


Staffing Plan
The following table describes the staffing plan for the solution.
	Role
	Description

	Communication Network Specialist
	· Respond to incident tickets impacting the site to site VPN tunnel connection
· Respond to basic change requests involving the site to site VPN
· Respond to questions and troubleshooting efforts when communications are degraded

	Project Manager 
(Manager Technical Expert 3)
	· Develops project plan and project schedule
· Provides regular status updates to the customer stakeholders and conducts project status meetings as required 
· Oversees the implementation of the solution through completion
· Manages the procurement of IT infrastructure  components required to implement this solution
· Manages the Vendor Change Order process, if necessary






Signed Approval and Authorization to Proceed
The customer provides VITA with the authorization to proceed with the implementation and delivery of the Services described in the above proposal and agrees to pay VITA the associated fees listed in the below table.  It is acknowledged and agreed that the Services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement.  

VITA pricing of incremental agency services:
	
	Nonrecurring Fixed Charges (one-time)
	Annual
Recurring Charges

	Communication Network Specialist 
(estimated 8 hours at $124.00/hour)
	NTE $992.00
	n/a

	Communication Network Specialist – Annual Support (estimated 6 hours at $124.00/hour)
	n/a
	NTE $744.00

	Implementation Coordinator (estimated 10 hours at $156.00/hour)
	NTE $1,560.00
	n/a

	Estimated NTE Total
	$2,552.00
	$744.00

	Estimated One-time and Annual Recurring Cost
	$3,296.00



This document also serves as the customer’s billing approval.  By signing this document, the customer agrees to be billed the one-time costs upon completion of this service.  Billing of recurring charges will begin in the month following the delivery of service.  

VITA is pleased to provide this proposal, and extends sincere appreciation for the confidence your agency has in our ability to meet your infrastructure service needs.  Please contact VITA’s assigned Customer Account Manager (CAM) with any questions or concerns.

Approval
Agency Information Technology Resource (signature): _______________________________
Agency Information Technology Resource (printed): _______________________________
Acceptance Date:  ____________
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