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8-091 – Standard Form for Secure Wireless Network (Replacement)
Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number
Summary 
This document is a standard form for Eligible Customers, “Customer,” to request replacement of wireless network services. This form allows Customers to order replacement wireless network service in the individual rooms referenced in the Project Details section.  The information provided in this form will be used by Northrop Grumman, “Vendor,” to fulfill the request.  The Services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).

The wireless network service provisioned under this standard form is not suitable where data subject to PCI and/or HIPAA requirements is needed.  In those instances, please utilize the custom work request process and templates.
Conditions
The following conditions must be met for this form to be used.
1. Must be an Eligible Customer currently receiving Services under the CIA.
2. This request is not part of incident resolution (ie: to resolve and close an incident ticket).
3. This request is not being processed through the VCCC (Q-ticket).
4. The Project Information Section is complete and the form is signed.
5. Must be a transformed site; an existing Commonwealth of Virginia (COVA) Multi-Protocol Label Switching (MPLS) circuit must be in place at this location and supported by Vendor.
6. The upgrade of the wireless network can require additional bandwidth for the Wide Area Network (WAN) circuit.
7. This wireless network will not be used to transmit PCI or HIPAA data.
8. This request form is a one-for-one replacement of an existing wireless network, not an upgrade, expansion or request for new service.
9. The use of this form is limited to one location.  
10. This wireless service is secure for general data network use.  The wireless service must be for interior office space use only (building to building, patios, garages, or other non-office space uses cannot be addressed using this form).
11. There are no architectural features within the room that would interfere with the installation of the Managed WAP or its signal within the room.  A minimum of CAT-5e Local Area Network (LAN) cabling must be in place between the switch/router and the requested location terminating in the ceiling in the desired area.  The customer is responsible for providing additional cabling if an adjustment in placement is required.
12. The Managed WAP will be placed in the same location as the existing WAP.  If the location needs to be changed, a floor plan must be provided.



Stake Holders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name	Agency Information Technology Resource (AITR)
	Enter Telephone Number	Enter E-mail Address
	Enter Name	Agency Point of Contact (POC)
	Enter Telephone Number	Enter E-mail Address
	Enter Name	Customer Account Manager (CAM)
	Enter Telephone Number	Enter E-mail Address
	Enter Name	Agency Operations Manager (AOM)
	Enter Telephone Number	Enter E-mail Address
	Lance Cardelino	Manager, Network Communications
	N/A
	N/A



Project Information
The following table lists the information necessary for the completion of this request.

	Item
	Description

	Facility Address
	Enter physical street address with Suite #.
Enter City, State, zip code.

	Customer POC at Facility
	Enter Name.
Enter (area code) phone number, extension.
Enter E-mail address.

	Lead Time for Order
	A minimum of sixty (60) business days is required between the approval of this Work Request and the completion of implementation.

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy.

	
	Note: Implementation date cannot be less than the number of Business Days Required in the above Lead Time for Order.

	Basis for Implementation Date
	Detailed reason for this requested implementation date.

	
	Enter comments here.

	Minimum Commitment
	Wireless Access Points (WAP) require a minimum commitment of 36 months.
· Notification of cancellation by the customer must be received by the CAM in writing (e-mail).  

	Guest Access
	Is there a need for Guest Internet access:  Yes | No
Network users who do not have COV network rights are considered “Guest Users”.

	Other Customer Comments
	Provide comments that may assist with the implementation of this request

	
	Enter comments here.


Project Assumptions
	Wireless Coverage Areas
	When the conditions for the use of this form are met, a site survey will not be required for the appropriate wireless coverage of the requested area.  However, during installation, when the vendor believes there are issues that will potentially impact the wireless network’s performance for the specified area, VITA will inform the customer of those issues in a reasonable amount of time so that any additional action and decisions can be taken by the customer.  

	Power over Ethernet (PoE) switch ports
	PoE works across standard network cabling (i.e., CAT-5e) to supply power directly from the Ethernet switch data ports to the connected wireless access point(s).  When power capacity of the Ethernet switch is oversubscribed, power injectors will be used – Alternating Current (AC) power to be provided by the Eligible Customer .

	Wi-Fi Protected Access-2 (WPA-2)  Security Standard
	Wireless device(s) must meet Commonwealth of Virginia Information Technology Resource Management Information Security Standard 501 (COV ITRM Standard SEC501-01 Rev 5). 

	Network and Messaging Delivery Services/Commonwealth of Virginia (MDS/COV) Transformation
	Customer network MDS/COV and server transformation must be completed.

	Production and Guest Access
	Virtual Local Area Network (VLAN) technology will be used to ensure a secure network.  Vendor network and security engineers will verify the installation and configuration of supported network equipment.

	Cabling Infrastructure
	The Customer will provide the cabling infrastructure at each facility to the location of the wireless access points (WAPs). 

	Physical Access to Facilities
	The Vendor assumes the Customer will provide access to the necessary areas of the facility through completion of the implementation of this request.

	Physical Security
	The Customer will ensure secure (lockable) areas will be available for storage of the service equipment.

	Electricity
	The Customer will ensure electricity and electrical outlets will be available for the existing and new equipment.

	Cooling
	The Customer will provide appropriate cooling in the environment the equipment is to be installed.


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	Wireless Network
	The Vendor has replaced, configured and verified compliant wireless network components for the above referenced facility address specified in the Project Information section of this document.

	Security Compliance
	The wireless network has been configured in accordance with COV ITRM Standard SEC501-01 Rev 5.





Signed Approval and Authorization to Proceed
The Customer provides VITA with the authorization to proceed with the implementation and delivery of the Services described in the above proposal and agrees to pay VITA the associated fees listed in the below table.  VITA is required by state and federal guidelines to bill customers only JLARC reviewed rates.  Customer’s bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the Services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement.  

VITA pricing of Services:
	Description
	Quantity of WAPs
	RU Rate
	Nonrecurring Fixed Charges (one-time)
	Monthly
Recurring Charges

	Installation (non-recurring)
(# of Managed WAPs X nonrecurring charge)
	xxx
	$591.52/WAP
	xxx
	n/a

	Managed WAPs Rate (monthly recurring)(# of Managed WAPs X recurring charge)
	xxx
	$139.99/WAP
	n/a
	xxx

	Total
	
	xxx
	xxx



This document also serves as the Customer’s billing approval.  By signing this document, the Customer agrees to be billed the costs.  Billing of recurring charges will begin in the month following the delivery of service.  

VITA is pleased to provide this proposal, and extends sincere appreciation for the confidence your agency has in our ability to meet your infrastructure service needs.  Please contact VITA’s assigned CAM with any questions or concerns.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________
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