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This document is a standard form for ABC, “Customer,” to request an Enterprise Remote Connection Service (ERCS) with Managed Firewall Service for a retail store location. This form allows Eligible Customer to request ERCS with 4G wireless failover configurations. The details expressed in the Project Information section of this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through a VCCC service ticket.
4. Customer has a primary and a secondary internet service (i.e. Broadband, DSL, Cable, or wireless) from a local provider in place at the retail store location.
5. The DSL bridge or cable modem from the DSL/Cable provider as part of their service must offer an Ethernet connection to the router supplied by the Vendor.
6. All user traffic must traverse encrypted tunnels (IPSEC) to the Commonwealth Enterprise Service Center (CESC) or other ERCS sites. No direct access to the internet (split tunneling) is allowed.
7. All traffic destined for the internet will flow through the Internet Secure Gateway (ISG) at the CESC providing central firewall and web filtering protections.
8. This form can only be used for one site. Requests for ERCS service at multiple sites or as a redundant connection to an existing site must be submitted as a Custom Work Request.
9. This form cannot be used to convert an existing store from a managed router to ERCS, or vice versa, even if this is in conjunction with a store relocation. All requests to migrate locations from Managed Router with Managed Firewall Service to ERCS with Managed Firewall Service must be submitted as a Custom Work Request.

	Service Risk Notice

	No SLA’s are applicable for ERCS in the event of the following:
1. Broadband or wireless provider issues or failures result in service interruptions, poor network throughput or performance.
2. Failure or issue occurs with broadband or wireless provider owned equipment.


Stakeholders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name	Agency Store Point of Contact 
	Enter telephone number
	Enter email address


Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Anticipated Implementation Timeframe
	45 calendar days

	
	NOTE: This timeframe is dependent on the readiness of Customer’s new location, as well as procurements required of both the Vendor and the Customer.

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy.

	
	Note: The period between the date when the form is submitted to VITA and the requested implementation date must include the number of days indicated in the Anticipated Implementation Timeframe.

	Business Impact
	Provide details regarding the impact of this work request to other work requests, critical customer operations, and/or schedules.

	
	Enter comments here – Optional 

	Does this WR support a major IT project?
	Select answer
	If yes, what is the major IT project name:
	Enter project name


	ERCS Term and Fee Commitment
	If the Customer requests the disconnection of ERCS within the first 12 months and the request is not accompanied by a move request, the Customer is responsible for the one-time fee associated with the early de-installation of the Service.

	Managed Firewall Service Term and Fee Commitment
	If the Customer requests the disconnection of the Managed Firewall Service within the first 36 months and the request is not accompanied by a move request, the Customer will be charged an early termination fee equal to the number of months remaining in the 36 month term multiplied by the monthly recurring price for the Service Tier provided.

	Other Customer Comments
	Provide comments that may assist with the implementation of this request

	
	Enter comments here - optional
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	Broadband Information
	Store Location A1

	Store Location B
(Required for Relocation)

	ABC Store Number
	Enter store number
	Enter store number

	Store Address
	Physical street address with Suite #
City, Virginia, ZIP
	Physical street address with Suite #
City, Virginia, ZIP

	Name of wireless provider:
	Enter provider name here.

	Enter provider name here.


	Name of wired broadband provider:
	Enter provider name here.
	Enter provider name here.

	Support phone number of provider:
	Enter phone number here.
	Enter phone number here.

	Is the IP address being provided static or dynamic?
	Static or Dynamic.
	Static or Dynamic.

	If using a static IP address, please provide the IP address, subnet mask, and default gateway here:
	Enter Static IP address, subnet mask, and default gateway here.
	Enter Static IP address, subnet mask, and default gateway here.

	Is DSL being used?
	Yes/No
	Yes/No

	If DSL, provide the phone number of the telephone line over which DSL is being provided:
	Enter phone number here.
	Enter phone number here.

	Upload and download speed as stated in the broadband service offering

	Upload speed:
	Enter speed here - optional
	Enter speed here - optional

	Download speed:
	Enter speed here - optional
	Enter speed here - optional




1If request is for the standup of a net new ERCS with Managed Firewall service, Customer needs only to complete the Store Location A column. If the request is for the relocation of an existing ERCS with Managed Firewall service, Customer must provide the existing store information under Store Location A and the information for the relocation store under Store Location B.
Project Assumptions
	Assumption
	Description

	Site Surveys
	Vendor will perform a site survey (if necessary) to identify the demarcation location for the WAN circuit. The site survey will ensure that the location is prepared to accept delivery of the circuit and installation of the network equipment.

	Physical Access to Facilities
	Vendor assumes the Customer will provide access to the necessary areas of the facility through completion of the implementation of this request.

	Shelving
	Customer will provide adequate shelving to secure the placement of the ERCS router and Managed Firewall as the devices are not rack mountable.

	Cabling Infrastructure
	Customer will provide the cabling infrastructure at the facility to the demarcation point. This cabling infrastructure will include:  electrical, telephone, and network cabling (including fiber).  Cabling at the facility will meet COV standards and be a minimum CAT-5E.

	Broadband or Wireless Service
	Vendor assumes that the Customer has procured broadband (cable or DSL) or wireless service from the local provider. Vendor solution does not provide for broadband service.

	Bandwidth
	Vendor solution is limited to 15Mbps.

	Data Security Standards
	Vendor is not responsible for adherence to data security standards (e.g. HIPPA, PCI, FIPS 140-2). The Agency is responsible for ensuring it meets any prescribed data security standards.

	Telecommunication Service Request, if relocation
	Customer will submit a Telecommunication Service Request (TSR) for the removal of the circuit at the original ERCS location.

	TSR submitted by Customer for 4G/LTE service. 
	Vendor has provided IMEI information of Router to customer so they can submit TSR. Customer will provide Vendor with SIMM modules after TSR has been fulfilled.



Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	ERCS
	Vendor has provided an ERCS router for network connectivity. LAN connectivity is established.

	Failover
	Vendor has coordinated with Eligible Customer and 4G third-party vendor to configure and implement 4G wireless failover.

	Segmentation of the ABC internal network (non-PCI) from the Credit Card Processing Environment (CCPE) systems, wireless network and administrative network
	CCPE and non-CCPE environments are separated to reduce the scope of PCI assessment in the ABC store

	Restrict inbound and outbound network traffic to traffic necessary for the Credit Card Processing Environment (CCPE) systems.
	Store firewall is configured to restrict connections between non-CCPE and CCPE components





Signed Approval and Authorization to Proceed
By signing this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred. VITA rates are required to be developed using state and federal guidelines and are reviewed by JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.  

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.

VITA pricing of services:
	Nonrecurring Charges (one-time)

	ERCS – Service Initiation and Move
	$867.25

	Managed Firewall – Service Initiation and Move 
	$575.84

	ASA Security Plus License
	$xxx

	If New Store
	NTE $419.25
	

	If Store Relocation
	No cost
	

	License Subtotal
	

	Communications Network Specialist (NTE 2 hours at $145.00/hour)
	$290.00

	Nonrecurring Total
	$xxx

	Monthly Recurring Charges

	ERCS (without Wi-Fi)
	$332.20

	Managed Firewall (Unlimited Users/<45Mbps)
	$112.66

	Monthly Recurring Total
	$444.86



Please contact the VITA One-Stop group at VITAOneStop@vita.virginia.gov with any questions or concerns. Please submit the completed form to the above email address. The customer may either sign the form or approve it electronically in the work request database (completed but unsigned form still needs to be provided to VITA for implementation purposes). VITA is pleased to provide your IT services.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________
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