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Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number

[bookmark: _GoBack]Summary 
This document is a standard form for an Eligible Customer, “Customer,” to request Site-to-Site Virtual Private Network (VPN) service. This form allows Customer to use a public network, such as the Internet, to provide a secure connection among sites on the Customer’s network or to connect the Customer’s intranet to an extranet to reach third parties; e.g., partners, customers, resellers and suppliers. The information provided in this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through a VCCC service ticket.
4. This is for a single site-to-site VPN tunnel with one set of encryption domains.  If multiple tunnels are needed, submit multiple standard forms.  If multiple encryption domains are needed in a single tunnel, submit as a custom Work Request.
5. The project information section is complete and the form is signed by both the Agency Information Technology Resource (AITR) and Information Security Officer (ISO).  
6. Sponsor Customer’s ISO signature is required if connecting to Executive Branch Agency’s system/server.
7. Third-party (partner, customer, reseller or supplier) must have a VPN device that supports standard IPSec Site-to-Site VPNs.
8. Customer provides third-party vendor’s information including third-party vendor’s company name and Point of Contact (POC).  
9. Customer’s third-party vendor’s point of contact will be available to Vendor during implementation for information gathering and testing.
Stakeholders
Enter the name(s) of the implementation point of contact if not the AITR.
	Name
	Role
	Work Phone
	Email

	Enter Name
	Agency’s POC
	Number
	Email

	Enter Name
	Agency’s ISO  
	Number
	Email


Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Facility Address 
	Physical street address with Suite # 
City, State, Zip

	Customer Third-Party Vendor Point of Contact
	Company: xxx
Name:  xxx
Phone Number: xxx
E-mail Address: xxx

	Anticipated Implementation Timeframe
	45 calendar days

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy

	
	Note:  The period between the date when the form is submitted to VITA and the requested implementation date must include the number of days indicated in Anticipated Implementation Timeframe.

	Business Impact
	Provide details regarding the impact of this work request to other work requests, critical customer operations, and/or schedules.

	
	Enter comments here – Optional 

	Does this WR support a major IT project?
	Select answer
	If yes, what is the major IT project name:
	Enter project name


	Purpose of Connectivity
	Please provide a detailed explanation of the need for the Site-to-Site tunnel.

	
	Enter comments here.

	Other Customer Comments
	Provide comments that may assist with the implementation of this request.

	
	Enter comments here- optional


Technical Details
The following table lists the technical details for this request. Customer must complete the following two tables through consultation with their Vendor.  
	Standard VPN Configuration

	PHASE 1 CONFIGURATION

	VITA’s Device Type
	Juniper SRX5600
	3rd Party Device Type
	Click here to enter text.

	VITA’s Peer IP Address
	166.67.64.86
	3rd Party Peer IP Address
	Click here to enter text.

	VITA’s Encryption Domain(public addresses required)
	Click here to enter text.
	3rd Party Encryption Domain (public addresses required)
	Click here to enter text.

	Supplied Selections

	Authentication Method
	*Pre-Share Keys exchanged verbally at a later date

	
	Diffie-Hellman  Group
	Group 2

	
	Encryption Algorithm
	AES 256

	
	Hash Algorithm
	SHA-256-128

	
	Lifetime
	86400
	Seconds

	PHASE 2 CONFIGURATION

	Supplied Selections

	Perfect Forward Secrecy
	No Perfect Forward Secrecy

	
	Encapsulation
	Encryption (ESP)

	
	Encryption Algorithm
	AES 256

	
	Authentication Algorithm
	SHA-256-128

	
	Lifetime (time)
	28800
	Seconds

	
	Lifetime (Kbytes)
	4194303
	Kbytes



	Firewall Rule Set

	#
	Source
	Destination
	Service
	Port
	Protocol

	Ex.
	137.200.84.41/32
	1.2.3.4/32 (production)
	SSH
	22
	TCP

	1
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	2
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	3
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	4
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	5
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	6
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	7
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	8
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	9
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.

	10
	Click here to enter source.
	Click here to enter destination.
	Click here to enter service.
	Click here to enter port.
	Click here to enter protocol.


Add additional rows as needed
Project Assumptions
	Assumption
	Description

	Industry Standard IPSec Protocol
	Partner, customer, reseller or supplier has a VPN device that supports standard IPSec site-to-site VPNs. 


	Third-Party Technical Support
	Vendor will not be responsible for providing technical support to third-party (partner, customer, reseller or supplier) in order to configure their VPN device.

	Communications Protection
	Third-party has a device that can perform IPSec with a Juniper ISG2K device.

	Transition
	For post implementation support, Customer will be required to submit a service ticket to the VCCC helpdesk.

	Third-Party Vendor Support
	Vendor assumes that the third-party vendor will be made available for consultation and implementation activities during the project. 


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	Site-To-Site VPN Tunnel
	Vendor has configured and verified that a secure tunnel has been established in accordance with the requirements established in this request and traffic is passing between the two sites via User Acceptance Testing (UAT).

	Validation
	Site-to-site VPN tunnel request has been validated by the data/system owner.

	Security Compliance
	The VPN tunnel has been configured in accordance with Commonwealth security standards.


Staffing Plan
The following table describes the staffing plan for the solution.
	Role
	Description

	Communication Network Specialist (implementation)
	· Collaborate with third-party vendor to acquire technical details, as required
· Configure and establish the site to site VPN tunnel
· Participate in customer acceptance testing
· Provision IP addresses
· Create, modify firewall rules

	System Admin/Operator
	· Install SSL certificate 
· Install and configure TCP/IP stack and test connectivity
· Install and configure web server software and test connectivity

	Implementation Coordinator
(Manager Technical Expert 3)
	· Provides status updates to the customer stakeholders 
· Oversees the implementation of the solution through completion
· Oversees the procurement of network infrastructure components required to implement this solution
· Facilitates communications with third-party Vendors as required



Signed Approval and Authorization to Proceed
By signing this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA rates are required to be developed using state and federal guidelines and are reviewed by DPB and JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.  

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.

VITA pricing of services:
	Costs

	Services
	Nonrecurring Fixed Charges (one-time)

	Communication Network Specialist 
(estimated 32 hours at $145.00/hour)
	NTE $4,640.00

	System Administrator/Operator (estimated 4 hours at $145.00/hour)
	NTE $580.00

	Manager, Technical Expert 3 (estimated 5 hours at $176.00/hour)
	NTE $880.00

	Estimated Total
	NTE $6,100.00



Please contact the VITA One-Stop group at VITAOneStop@vita.virginia.gov with any questions or concerns. Please submit the approved form to the above email address. Due to security requirements, this form must be signed by both the AITR and the ISO. It is not eligible for electronic approvals in the WR database. VITA is pleased to provide your IT services.

Signed Approval Required
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________

Signed Approval Required
Information Security Officer (signature): ___________________________
Information Security Officer (printed): _____________________________
Acceptance Date:  ____________
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