 (
8-003 – Standard Form for Managed Firewall Service 
)[image: ]
Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number

Summary 
This document is a standard form for eligible customers, “Customer,” to request Managed Firewall Service. This form allows Customers to order service which will safeguard their IT infrastructure by preventing unauthorized access to their internal network, secure critical information and/or address federal government regulations or third-party.  The information provided in this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through the VCCC (Q-ticket).
4. The project information section is complete and the form is signed.
5. The customer site must be transformed and use the MPLS network.
6. The customer network must be supported and managed by VITA/Vendor.
7. The solution is limited <45 Mbps throughput.
8. For remote access, Cisco VPN client is required on approved Third Party workstation.
9. For remote access, the Agency is required to supply the approved Third Party with key fob(s) (obtained via the eVA process). 
10. If Non-Partnership software is required on a VITA Managed asset, Vendor’s End User Services (EUS) is required to install the software.
11. If VITA Managed asset is required for use by the Third Party, the Eligible Customer is required to provide the approved Third Party with a Commonwealth of Virginia (COV) account.
Stakeholders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name	Agency Information Technology Resource (AITR)
	Enter telephone number	Enter email address
	Enter Name	Agency Point of Contact (POC)
	Enter telephone number
	Enter email address

	Enter Name	Customer Account Manager (CAM)
	Enter telephone number
	Enter email address

	Enter Name	Agency Operations Manager (AOM)
	Enter telephone number
	Enter email address



Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Location Information
	Physical street address with Suite #, City, Virginia, ZIP


	
	Is this a NEW facility (select one):  
	Yes/No

	Facility POC
	Name, phone number, and e-mail address:

	
	

	Lead Time for Order
	A minimum of 60 business days is required between the VITA/Vendor approval of this Work Request and the completion of implementation.

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy

	
	Note:  The period between the date when the form is submitted to VITA and the requested implementation date must include the number of business days indicated in the lead time for order section.

	Basis for Implementation Date
	Detailed reason for this requested implementation date.

	
	Enter comments here

	Service Term and Fee Commitments
	Each Managed Firewall Service Tier requires a minimum term of 36 months.  A service disconnect request that occurs in less than 36 months that is not accompanied by a move request will be charged an early termination fee that equals the number of months remaining in the 36-month term multiplied by the monthly recurring price for the Service Tier provided.  After the minimum service term of 36 months is achieved, the Customer may disconnect the service at no cost.  

	Service Location Moves
	Vendor will allow a customer to move the service from one site to another site, “new” site, without penalty as long as the combined deployment at the two sites is greater than 36 months.  Therefore, a customer may request a service disconnect at the “new” site, without incurring an early termination fee, if the combined deployment at the two sites is greater than 36 months.  If the customer requests to disconnect the service at the “new” site and the combined deployments are less than 36 months, an early termination fee will be charged.  

	Purpose of this Request
	Provide purpose for this firewall installation

	
	Enter comments here

	Third Party Information
	Name of Third Party
Physical street address with Suite # (type “none-new facility” if this is a new facility)
City, Virginia, ZIP
POC Name
POC Phone Number
POC E-mail Address

	Are Additional Data Ports Required
	Mark the shaded box 
	Yes/No
	

	Quantity of New Data Ports
	The Third Party requires the following quantity of additional data ports
	Quantity:  

	Purpose of Data Ports
	Describe what type of equipment that will be using the data ports:  

	
	Enter comments here

	Firewall
	This form allows the Customer to select from two different firewall services based on the quantity of devices.  The first offering is for ten or less devices (<10).  The second offering is for devices exceeding ten (>10).  Device is defined as any piece of equipment with an IP address.  This includes but is not limited to PC’s, networked printers, servers, and wireless, handheld devices.  Please note that if the Customer selects the firewall service offering for ten or less devices, the eleventh device will be denied access until one of the first ten devices is removed from the network and the firewall no longer registers it.

	Other Customer Comments
	Provide comments that may assist with the implementation of this request

	
	Enter comments here.



IP Address and Type
“From” IP Address Assignments
	DATA
	DETAILS
	DATA

	 IP Address
	Provide IP address
	required

	System Function 
	Example:  server, workstation
	required

	Port Number
	Provided by developer or application vendor
	required

	Port Number (additional)
	Add rows for additional port numbers
	required

	Protocol
	Example:  TCP
	optional

	Service
	Example:  http
	optional

	Description (data flow)
	Example:  http access from … to VPM remote access services
	optional

	Project or Application
	Provide project or application name
	optional



“To” IP Address Assignments
	DATA
	DETAILS
	DATA

	 IP Address
	Provide IP address
	required

	System Function 
	Example:  server, workstation
	required

	Port Number
	Provided by developer or application vendor
	required

	Port Number (additional)
	Add rows for additional port numbers
	required

	Protocol
	Example:  TCP
	optional

	Service
	Example:  http
	optional

	Description (data flow)
	Example:  http access from … to VPM remote access services
	optional

	Project or Application
	Provide project or application name
	optional


Project Assumptions
	Assumption
	Description

	Cabling Infrastructure
	The customer will provide the cabling infrastructure at each facility. This cabling infrastructure will include: electrical, and network cabling (including fiber). 

	Patch Cable
	The Vendor will provide patch cables which will connect the network switch and the router. 

	Physical Access to Facilities
	The Vendor assumes the Customer will provide access to the necessary areas of the facility through completion of the implementation of this request.

	Physical Security
	The Customer will provide secure (lockable) areas for storage of the service equipment.

	Electricity
	The Customer will provide electricity and electrical outlets for the existing and new equipment.

	Cooling
	The Customer will provide appropriate cooling in the environment the equipment is to be installed.

	Wide Area Network (WAN)
	The Customer will utilize existing data infrastructure for access to the Public Internet. VLAN technology will be used to ensure a secure network.  Vendor network and security engineers will verify the configuration and installation of supported network equipment.

	Telecommunications closet and Switch Number
	The Customer will provide the Vendor the location of the telecommunications closet and the switch number

	Logical Access Details
	The Customer and their Third Party will supply the logical access details for proper configuration and implementation. Please See Firewall Rule Request/Tracking Spreadsheet.

	Change Management
	The Customer will follow the change management process and the required change must meet Commonwealth of Virginia Information Technology Resource Management, Information Security Standard 501 (COV ITRM SEC 501)



Technical Approach
The following section describes the technical approach for the Agency’s request for managed firewall services.  

As a fully managed service, Vendor handles all installation, maintenance, configuration and software upgrades utilizing industry leading firewalls. Vendor also monitors the firewalls from its Security Operations Center (SOC). 

For the Managed Firewall service, Vendor’s demarcation point is the backplane of the firewall. Anything beyond that point is the responsibility of the Agency or Commonwealth. Vendor will serve as the single point of contact inside the demarcation points. Managed Firewall Services are intended for Agency’s receiving either Vendor’s Data Network Services or Managed Router Services where Firewall Services are required. 
Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	Public Internet Access
	The approved Third Party vendor can establish WAN connectivity to the Public Internet.  

	Managed Firewall
	The Vendor has provided a Managed Firewall for Public Internet access according to the requirements specified in the Third Party Service Provider Firewall Rule Request/Tracking Spreadsheet.

	Secure Access
	The Vendor has provided a solution that complies with COV ITRM SEC 501 Security standards.





Signed Approval and Authorization to Proceed
By signing this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA is required by state and federal guidelines to bill Customer only rates reviewed by JLARC. Customer’s bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.  

VITA pricing of services:
	Nonrecurring Charges (one-time)

	Managed Firewall – Service Initiation and Move 
	$543.64

	Communications Network Specialist (estimated NTE 3 hrs x $131.00)
	$393.00

	One-Time Total
	$936.64

	Monthly Recurring Charges

	Manager Firewall (recurring per firewall)
	$xxx

	Managed Firewall (<10 Users/<45Mbps) 
	$79.67
	

	Managed Firewall (Unlimited Users/<45Mbps)
	$106.37
	

	Monthly Recurring Total
	$xxx



Please contact your agency’s customer account manager with any questions or concerns.  VITA is pleased to work with you to provide IT and services that enable the business of government.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________
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