[image: ]8-001 – Standard Form for ABC Managed Router & Firewall Service

Date:  Enter date
Agency Name:  Alcohol Beverage Control
Request Number:  Enter Request Number

[bookmark: _GoBack]Summary 
This document is a standard form for ABC, “Customer,” to request a Managed Router and Managed Firewall services for a retail store. The details expressed in the Project Information section of this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).

This form is only for the request of connectivity for ABC retail stores. It may not be used for non-ABC retail stores or by any other agencies.
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through a VCCC service ticket.
4. This request is for the deployment of a single instance of Managed Router with a Managed Firewall.
Stakeholders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name	Customer Facility Point of Contact
	Enter telephone number
	Enter email address


Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	ABC Store Number
	Enter store number

	Current Address (for moves only) 
	Physical street address with Suite # (type “none-new store” if this is a new store)
City, Virginia, ZIP

	New Address
	Physical street address with Suite #
City, Virginia, ZIP

	Anticipated Implementation Timeframe
	84 calendar days

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy

	
	Note:  The period between the date when the form is submitted to VITA and the requested implementation date must include the number of days indicated in the Anticipated Implementation Timeframe.

	Business Impact
	Provide details regarding the impact of this work request to other work requests, critical customer operations, and/or schedules.

	
	Enter comments here – Optional 

	Does this WR support a major IT project?
	Select answer
	If yes, what is the major IT project name:
	Enter project name


	Does this project need to be expedited?
	Mark the shaded box Yes or No
	Yes/No

	
	Note:  If the customer’s requested implementation date is less than 84 calendar days from the date of signed approval, then the expedite fee will be applied. To avoid the expedite fee, select an implementation date that does not fall within 84 days. While expediting the request does not guarantee that the requested implementation date will be met, it will decrease the final installation date.

	Service Term and Fee Commitments
	Each Managed Router and Firewall Service Tier requires a minimum service term of thirty-six (36) months. A service disconnect request that occurs in less than 36 months that is not accompanied by a service move request will be charged an early termination fee that equals the number of months remaining in the 36-month term multiplied by the monthly recurring price for the Service Tier provided. After the minimum service term of 36 months is achieved, the Customer may disconnect the service at no additional cost. The Vendor shall be allowed to remove its equipment immediately upon notification of a service disconnect.

	Service Location Moves
	The Customer may move the service from one site to another site, “new” site, without penalty as long as the combined deployment at the two sites is greater than or equal to 36 months. Therefore, the Customer may request a service disconnect at the “new” site, without incurring an early termination fee, if the combined deployment at the two sites is greater than 36 months. If the Customer requests to disconnect the service at the “new” site and the combined deployments are less than 36 months, an early termination fee will be charged.

	Firewall
	This form allows the Customer to select from two different firewall services based on the quantity of devices. The first offering is for ten or fewer devices (<10). The second offering is for devices exceeding ten (>10). A device is defined as any piece of equipment with an IP address; this includes but is not limited to POS servers, POS registers, admin PC’s, and wireless, handheld devices. Please note that if the Customer selects the firewall service offering for ten or fewer devices, the eleventh device will be denied access until one of the first ten devices is removed from the network and the firewall no longer registers it.

	Other Customer Comments
	Provide comments that may assist with the implementation of this request

	
	Enter comments here - Optional


Project Assumptions
	Item
	Description

	Site Surveys
	The Vendor will perform a site survey (if necessary) to identify the demarcation location for the WAN circuit. The site survey will ensure that the location is prepared to accept delivery of the circuit and installation of the network equipment.

	Wide Area Network (WAN)
	The Vendor will provide a managed router for data connection for access to the Internet and shared applications that are external to the facility. VLAN technology will be used to ensure a secure network. Vendor network and security engineers will verify the installation and configuration of supported network equipment.

	Wireless Network (WLAN)
	Where applicable, the Vendor will install a perimeter firewall between any wireless networks and the cardholder data environment. In addition, the Vendor will configure these firewalls to deny any traffic from the wireless environment or from controlling any traffic (if such traffic is necessary for business purposes). There is no requirement for the Vendor to install a Wireless LAN.

	Cabling Infrastructure
	The customer will provide the cabling infrastructure at each facility to the demarcation point. This cabling infrastructure will include:  electrical, telephone, and network cabling (including fiber).

	Physical Access to facility
	The customer will ensure the Vendor’s technicians have physical access to the facilities for implementation.


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	WAN Circuit
	The facility can establish connectivity to ABC HQ and can process a POS request.

	Core Network Infrastructure
	The Vendor has provided a managed router and firewall (if required) for network connectivity to support the customer’s infrastructure at the facility.

	Schedule
	The Vendor has provided schedules and coordinated efforts between the Vendor staff and external resources during planning and implementation.

	Telecommunications Service Request (TSR) Support
	TSR is submitted to discontinue service for the old circuits (if needed).

	Wireless Security
	Where required, the Vendor provided a firewall to comply with PCI requirements.

	Segmentation of the ABC internal network (non-PCI) from the Credit Card Processing Environment (CCPE) systems, wireless network and administrative network
	CCPE and non-CCPE environments are separated to reduce the scope of PCI assessment in the ABC store.

	Restrict inbound and outbound network traffic to traffic necessary for the Credit Card Processing Environment (CCPE) systems
	Store firewall is configured to restrict connections between non-CCPE and CCPE components.




Signed Approval and Authorization to Proceed
By approving this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA rates are required to be developed using state and federal guidelines and are reviewed by DPB and JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.  

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.

VITA pricing of services:
	Nonrecurring Charges (one-time)

	Managed Router – Service Initiation and Move

	Managed Router – 512 kbps
	$1,526.32
	$1,526.32

	Managed Router – 1,536 kbps (T1)
	$1,526.32
	

	Managed Router Subtotal
	

	Managed Firewall – Service Initiation and Move

	If New Store
	$575.84
	$xxx

	If Store Relocation
	$431.88
	

	Managed Firewall Subtotal
	

	ASA Security Plus License

	If New Store
	NTE $734.30
	$xxx

	If Store Relocation
	No cost
	

	License Subtotal
	

	Expedite Fee (NTE $1,655.84 if requested)
	$xxx

	Nonrecurring Total
	$xxx

	Monthly Recurring Charges

	Managed Router (recurring per router)

	Managed Router – 512 kbps
	$799.96
	$xxx

	Managed Router – 1,536 kbps (T1)
	$1,201.97
	

	Managed Firewall (recurring per firewall)

	Managed Firewall (<10 Users/<45Mbps) 
	$84.40
	$xxx

	Managed Firewall (Unlimited Users/<45Mbps)
	$112.66
	

	Monthly Recurring Total
	$xxx



Please contact the VITA One-Stop group at VITAOneStop@vita.virginia.gov with any questions or concerns. Please submit the completed form to the above email address. The customer may either sign the form or approve it electronically in the work request database (completed but unsigned form still needs to be provided to VITA for implementation purposes). VITA is pleased to provide your IT services.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________
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