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Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number

Summary 
This document is a standard form for eligible customers, “Customer,” to request an Enterprise Data Loss Protection (EDLP) service. This form allows Customers to order EDLP service which will scan subscribed users’ mail for content violations.  Detected violations are flagged for a specified action and the email is not allowed to be sent outside of the COV mail system. The information provided in this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through the VCCC (Q-ticket).
4. The project information section is complete and the form is signed.
5. Customer must have completed Messaging Transformation.
6. End-Users are subscribed to Vendor’s Messaging Services, are in Active Directory and are on the COV domain.
7. Once an agency has received this service, users and/or filters can be added or removed through the Q-Ticket process by the AITR or AITR designee.
8. Customer will select specific filter templates used for scanning Agency e-mail.  Refer to Appendix B.  A custom work request is needed in order to create custom filters.
9. Each EDLP subscription has a one-year term and is non-refundable and non-cancelable during that term.  
10. Customer must renew the subscription at the end of the term. Vendor will not automatically renew EDLP subscription. 
Stakeholders
The following table lists the stakeholders for this solution.
	Name
	Role
	Work Phone
	Email

	Enter Name	Agency Information Technology Resource (AITR)
	Enter telephone number	Enter email address
	Enter Name	Agency Point of Contact (POC)
	Enter telephone number
	Enter email address

	Enter Name	Customer Account Manager (CAM)
	Enter telephone number
	Enter email address

	Enter Name	Agency Operations Manager (AOM)
	Enter telephone number
	Enter email address


Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	POC
	Enter POC here

	Users Requesting EDLP Service
	Using Appendix A, please identify the users’ email addresses 

	EDLP Templates Requested
	Using Appendix B, please identify the templates required for your agency e-mail scanning

	Lead Time for Order
	10 business days

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy

	
	Note:  The period between the date when the form is submitted to VITA and the requested implementation date must include the number of business days indicated in the lead time for order section.

	Basis for Implementation Date
	Detailed reason for this requested implementation date

	
	Enter comments here - Optional

	Deployment
	Is agency wide deployment requested?
	|_| Yes  |_| No
	

	Filter Type
	List the desired filter type in Appendix A using the information found in Appendix B. 
	

	Other Customer Comments
	Provide comments that may assist with the implementation of this request.  

	
	Enter comments here - Optional


Project Assumptions
	Assumption
	Description

	No customization
	No customization of the EDLP templates will be done related to this Standard Form Request.  Customization requires a Custom Work Request.

	EDLP Activation
	EDLP activation does not require a reboot to deploy.  It is configured centrally on the Ironports.


	Training

	Partnership does not provide end user training

	Physical Access to Facilities
	The Vendor assumes the Customer will provide access to the necessary areas of the facility through completion of the implementation of this request.


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	EDLP violations 
	E-mail that violates the EDLP templates will be sent back to the end user.


Signed Approval and Authorization to Proceed
By signing this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA rates are required to be developed using state and federal guidelines and are reviewed by JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.

VITA pricing of services:
	Recurring Costs

	Service
	Quantity
	Cost per Email Box
	Monthly Recurring Costs

	EDLP Service
	Enter Qty
	$2.75/Email Box
	Enter Total


Note:  The cost is calculated per e-mail box, not per filter.  A user may request multiple filters using this request.

Please contact your agency’s customer account manager with any questions or concerns.  VITA is pleased to work with you to provide IT and services that enable the business of government.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________	




	Appendix A

	
	End User
	User COV Email Address
	Filter(s)1

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	

	
	Add additional rows as needed
	
	


1.  Indicate the type of filter(s) needed by the user.

	Appendix B

	Filter Type
	Description

	1 -FERPA
	FERPA (Family Educational Rights and Privacy Act):  Identifies documents and transmissions that contain student information protected by the Family Education Rights and Privacy Act (FERPA) in the United States of America. FERPA defines regulations that protect personally identifiable information (PII) in the form of student records held by educational agencies and institutions that receive funding from the federal government. It prescribes how and to whom the organization may disclose this information with and without prior parental or student consent. This policy will detect student records and can be customized to detect student identification numbers.

	2 - GLBA
	GLBA (Gramm-Leach Bliley Act):  Identifies documents and transmissions that contain customer-related financial information regulated by the Gramm-Leach Bliley Act (GLBA) in the United States of America. GLBA requires that financial institutions securely store personal financial information, advise customers of their policies on sharing this information, and give customers the ability to deny the sharing of some of their information. This policy will detect credit card numbers, US Social Security numbers, US Drivers License numbers and may be customized to detect custom account numbers.

	3 – HIPPA and HITECH
	HIPAA and HITECH:  Identifies documents and transmissions that contain health information protected by the Health Insurance Portability and Accountability Act (HIPAA) enacted by the Congress of the United States of America. The Health Information Technology for Economic and Clinical Health Act (HITECH) extended certain HIPAA security requirements and established mandatory breach reporting requirements for HIPAA covered entities and their business associates. This policy will detect Healthcare Dictionaries, US Social Security numbers, US National Provider Identifiers and may be customized to detect patient identification numbers.

	4 – HIPPA and HITECH Low Threshold
	HIPAA and HITECH Low Threshold:  Identifies documents and transmissions that contain health information protected by the Health Insurance Portability and Accountability Act (HIPAA) enacted by the Congress of the United States of America. The Health Information Technology for Economic and Clinical Health Act (HITECH) extended certain HIPAA security requirements and established mandatory breach reporting requirements for HIPAA covered entities and their business associates. This policy will detect at a lower threshold than the standard HIPAA and HITECH policy. This means that personal information, in addition to personal identification numbers will cause this policy to match in the presence of protected health information. This could result in a higher number of false positives than the standard HIPAA and HITECH policy.

	5 – PCI-DSS
	PCI-DSS (Payment Card Industry Data Security Standard):  Identifies documents and transmissions that contain credit cardholder data regulated by the Payment Card Industry Data Security Standard (PCI DSS) 2.0. The Standard is applicable worldwide. The PCI DSS 2.0 defines requirements for protection of commonly used elements of cardholder and sensitive authentication data. Developed and maintained by the PCI Security Standards Council, the Standard is intended to facilitate adoption of consistent data security measures on a global scale. This policy will detect credit card track data and credit cards. It can be customized to detect credit card numbers from any of the following issuers: American Express, Diner's Club, Discover Card, JCB, MasterCard, Visa and China UnionPay.

	6 - PIPEDA
	PIPEDA (Personal Information Protection and Electronic Documents Act):  Identifies documents and transmissions that contain personally identifiable information (PII) regulated by the Personal Information Protection and Electronic Documents Act (PIPEDA) in Canada. PIPEDA protects personal information collected, used, or disclosed in the course of commercial activities, and defines principles governing the collection, use, and disclosure of personal information. This policy will detect Canada Social Insurance numbers.

	7 - SOX
	SOX (Sarbanes-Oxley):  Identifies documents and transmissions that contain non-public corporate financial information regulated by the Sarbanes-Oxley Act in the United States of America. The Act defines standards of financial practice and accountability for public company boards, management, and accounting firms in the United States. It seeks to protect investors by improving the accuracy and reliability of corporate disclosures pursuant to securities laws. This policy should be customized to detect fingerprinted proprietary content.

	8 – Virginia SB-307
	Virginia SB-307:  Identifies documents and transmissions that contain personally identifiable information (PII) regulated by Virginia SB-307. People that conduct business in Virginia and own or license unencrypted computerized PII about Virginia residents are expected to protect the PII from security breach, and to notify individuals and information owners if their lost PII has been or is likely to be misused. Any person that conducts business in Virginia and owns or licenses unencrypted computerized PII data for Virginia residents, regardless of physical location of the person, is required to comply with this law. This policy detects US Social Security numbers, credit card numbers, debit card numbers, US Bank Account numbers and Virginia driver’s license numbers.

	9 – ABA Routing Numbers
	ABA Routing Numbers:  Identifies documents and transmissions that contain formatted and unformatted ABA Routing numbers used by financial institutions in the United States of America. ABA numbers are assigned by a registrar of the American Bankers Association and uniquely identify financial institutions on checks and other negotiable instruments.

	10 – Credit Card Numbers
	Credit Card Numbers:  Identifies documents and transmissions that contain credit card numbers from these major issuers: American Express, Diners Club, Discover, JCB, MasterCard, Visa and China UnionPay.

	11 – Credit Card Numbers (by issuer)
	Credit Card Numbers - By Issuer:  Identifies documents and transmissions that contain credit card numbers from the selected issuers. This policy can detect information from any of the following major issuers depending upon which ones you enable: American Express, Diners Club, Discover, JCB, MasterCard, Visa and China UnionPay.

	12 – Patient ID Numbers
	Patient Identification Numbers:  Identifies documents and transmissions that contain patient identification numbers, National Provider Identifiers, and Social Security numbers, all of which is personally identifiable information (PII) commonly held by hospitals and healthcare-related organizations and businesses in the United States of America. This policy should be customized to define the patient identification number format.

	13 – SWIFT Codes
	SWIFT Codes:  Identifies documents and transmissions that contain SWIFT codes, or Bank Identifier Codes, issued to financial institutions worldwide by the Society for Worldwide Interbank Financial Telecommunication (SWIFT) headquartered in Belgium. SWIFT codes uniquely identify financial institutions worldwide.

	14 – US Drivers License Numbers
	US Drivers License Numbers:  Identifies documents and transmissions that contain driver license numbers issued in the United States of America.

	15 – US ITIN Numbers
	US ITIN Numbers:  Identifies documents and transmissions that contain formatted and unformatted Individual Taxpayer Identification Numbers (ITIN) issued in the United States of America.

	16 – US NPI 
	US National Provider Identifiers (NPI):  Identifies documents and transmissions that contain National Provider Identifier numbers issued to healthcare providers in the United States of America.

	17 – US Passport Numbers
	US Passport Numbers:  Identifies documents and transmissions that contain passport numbers issued in the United States of America.

	18 – US Social Security Numbers
	US Social Security Numbers:  Identifies documents and transmissions that contain formatted and unformatted Social Security numbers issued in the United States of America.


For a complete list of other templates, contact your AOM.
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