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Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number
[bookmark: _GoBack]
Summary 
This document is a standard form for Eligible Customers, “Customer,” to request host-based security to block unauthorized application and code through a Workstation White-Listing Solution (WWLS). The applied WWLS policy will restrict both modifications to the applications installed on and the installation of new applications to the subscribing Workstation(s).  This form allows the Customer to request the development of one WWLS policy and identify Workstation(s) to receive the WWLS policy or identify Workstation(s) to receive an existing WWLS policy.  The details expressed in the Project Information section of this form will be used by Northrop Grumman, “Vendor,” to fulfill the request.  The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through a VCCC service ticket.
4. This form is for either:
a. Creation of one new WWLS policy and application of policy to specified Workstation(s).
b. Designation of 16 or more Workstations to receive an existing WWLS policy (Please note: Customer must request application of an existing WWLS policy to 15 or fewer Workstations through the VCCC).
Note:  Requests for modification to existing WWLS policy must be requested through the custom work request process by the Customer’s head, ISO, or designee.
5. The Customer completes the Appendix in its entirety identifying the Asset Tag, Username and indication of whether the asset is to be included within the observation group.
6. For application of an existing WWLS policy, the policy name must be provided.
7. Workstations must have Vendor’s McAfee agent and McAfee Virus Scan installed and actively communicating with Vendor’s centralized ePolicy Orchestrator server.  Eligible Customer understands WWLS will remove Local Access Rights from the identified Workstations.
Stakeholders
Enter the name(s) of the implementation point of contact if not the AITR.
	Name
	Role
	Work Phone
	Email

	Enter Name - Optional	Customer Point of Contact (POC)
	Enter telephone number
	Enter email address





Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Anticipated Implementation Timeframe
	70 calendar days

	Requested Implementation Date
	Enter requested implementation date
	Click here to enter a date.
	
	Note:  The period between the date when the form is submitted to VITA and the requested implementation date must include the number of days indicated in the Anticipated Implementation Timeframe.

	Business Impact
	Provide details regarding the impact of this work request to other work requests, critical customer operations, and/or schedules.

	
	Enter comments here – Optional 

	Does this WR support a major IT project?
	Select answer
	If yes, what is the major IT project name:
	Enter project


	White-List Policy Request
	Select Request Type	Request/Existing Policy Name

	
	New WWLS policy creation and deployment: Customer must utilize the Appendix to identify Workstation(s) for observation (hereinafter “Observation Group”).  Vendor will base the WWLS policy on the data collected from the Observation Group.  Following the Customer’s ISO approval and Vendor’s review of the WWLS policy, the Vendor will apply the WWLS policy to all Workstation(s) identified in the Appendix.

Deployment of existing WWLS policy on Workstation(s):  For requests to apply an existing WWLS policy to additional Workstations, choose ‘Deployment of Existing Policy on Additional Workstations’.  The Vendor will apply the WWLS policy to the Workstation(s) identified in the Appendix.
· Note:  Deploying additional Workstations against an existing WWLS policy requires examination/observation of the Workstation(s) to determine if WWLS policy changes are required.  If required, Vendor will implement and test changes which will require approval by the Customer’s ISO.

	Policy Development
	Vendor will utilize McAfee Application Control to develop an application WWLS policy that can be applied to subscribing Workstation(s) that have the ITP standard McAfee products installed and are communicating with the ITP centralized ePolicy Orchestrator server.

	Workstation Observation
	Vendor will install the McAfee Application Control application and enable “observation” mode on the Observation Group selected by the Customer.  The Workstation(s) selected for the Observation Group will represent the overall Workstation population that will receive the developed WWLS policy.  During the observation period, the McAfee Application Control agent will monitor and log activities and actions (updates, modifications, or installs) on the selected Workstation(s) for up to 30 days.  Once the observation period is complete, Vendor will create a WWLS policy based on the logged activity of the Observation Group.  The Customer’s ISO must approve and the Vendor review the policy before applying to Workstation(s) listed in the Appendix.

	Other Customer Comments
	Provide comments that may assist with the implementation of this request.

	
	Enter comments here- optional


Project/Deliverable Criteria for Acceptance 
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	WWLS
	Vendor has implemented WWLS service on up to the quantity of Workstations identified in the Appendix.





Signed Approval and Authorization to Proceed
By approving this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  
VITA rates are required to be developed using state and federal guidelines and are reviewed by DPB and JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.  

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses incurred prior to the cancellation notice.

VITA pricing of services:
	Non-Recurring (One-time) Costs

	Item
	Quantity
	Unit Cost
	Total

	Complete only one of the two below lines for Non-Recurring Costs

	WWLS Initiation and Initial Application (enter cost only if a new policy is being requested)
	Limit of one per WR
	$1,891.02
	Enter Total
	Application of WWLS with an Existing Policy (PC IMAC)  
· Requests for quantities below 16 should use the VCCC
	Quantity of Workstations
	$154.26/PC
	Enter Total

	Total One-Time Cost
	Enter Total

	
	

	Recurring (Monthly) Costs

	Item
	Quantity
	Unit Cost
	Total

	WWLS
	Quantity of Workstations
	$22.37/PC
	Enter Total

	Total Recurring Costs/Month
	Enter Total



Please contact the VITA One-Stop group at VITAOneStop@vita.virginia.gov with any questions or concerns. Please submit the completed form to the above email address. The customer may either sign the form or approve it electronically in the work request database (completed but unsigned form still needs to be provided to VITA for implementation purposes). VITA is pleased to provide your IT services.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________



Appendix 

Workstations to be utilized for WWLS policy development
	
	Workstations Asset Tag
	Person Assigned to Workstations
	Observation Group
(up to 10 Workstations)
Note:  does not apply for the application of an existing WWLS policy
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Add additional rows as required
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