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Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number

Summary 
This document is a standard form for eligible customers, “Customer,” to request the Web Application Vulnerability Scanning Service (WAVSS) additional services. This form allows Customers to order single scans for developer or other one time scans not covered by the standard service. The details expressed in the Project Information Section of this form will be used by VITA to fulfill the request. VITA is the provider of services for this request and is referred to as “Vendor.” 
Conditions
The following conditions must be met for this form to be used:
1. The Customer has provided the required information needed to conduct the scan.  
2. The Customer owns or is authorized to represent the owners of the computers and systems to be scanned.  
3. The Customer has notified and obtained confirmation from any third party involved in hosting of the application or systems to be scanned. 
4. The Provider shall be under no liability whatever to the Customer for any direct or indirect loss and/or expense suffered by the Customer as a result of the services rendered by the Provider.
5. Information concerning the Customer’s business or computer systems or security situation obtained by VITA during implementation of this work request will not be released to any third party without prior written approval from the Customer.
6. The Customer understands that internet security is dynamic. The implementation of this work request by VITA is not a guarantee that the Customer’s systems and website are secure from every form of attack. Furthermore, a vulnerability scan does not prevent security breaches due to internal sources whose access is not a function of system configuration and/or external access security issues.
Stakeholders
Enter the ISO name and the name(s) of the implementation point of contact if not the AITR.
	Name
	Role
	Work Phone
	Email

	Enter Name - Optional	Customer Point of Contact (POC)
	Enter telephone number
	Enter email address

	Enter Name	Customer Information Security Officer (ISO)
	Enter telephone number
	Enter email address





Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Web Application Vulnerability Scan
	Provides a single scan of one application. The customer is then responsible for verifying and remediating the vulnerabilities that are identified during the scan. This option should be used by customers that are capable of verifying and addressing vulnerabilities on their own. 

	Anticipated Implementation Timeframe
	20 calendar days
(dependent upon scheduling with customer)

	Requested Implementation Date
	Reference the below proposed Date of Scan fields

	Business Impact
	Provide details regarding the impact of this work request to other work requests, critical customer operations, and/or schedules.

	
	Enter comments here – Optional 

	Does this WR support a major IT project?
	Select answer
	If yes, what is the major IT project name:
	Enter project name


	Scan Information
	Scan 1
	Scan 2
	Scan 3

	URL to Be Tested
	Enter URL
	Enter URL
	Enter URL

	Web Hosting Provider has been notified of scan
	Yes/No
	Yes/No
	Yes/No

	Proposed Date of Scan
	Enter date
	Enter date
	Enter date

	Preferred Date of Follow-Up Scan (optional)
	Date of follow-up scan will be mutually agreed to

	
	Enter date
	Enter date
	Enter date

	Scan Comments
	Enter Details - Optional
	Enter Details - Optional
	Enter Details - Optional

	Scheduling of Scan
	[bookmark: _GoBack]The scheduling of the scan can be adjusted to meet the needs of the customer. Verification and any needed coordination of the schedule will occur following receipt of approval. This includes the scheduling of up to six scans if the customer elects to order the six scan option. Test credentials may be required for authenticated scans

	Other Customer Comments
	Provide comments that may assist with the implementation of this request.

	
	Enter comments here - Optional


Project Assumptions
	Assumption
	Description

	Web Provider Notification
	Notification of the security vulnerability scan has been received by the web hosting provider


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	Scan Report 
	The scan report is designed to provide a gap to scan developer environments, Pre-purchase evaluation, and other third party applications not included in the standard service. It is a reasonable solution for agencies with an experienced application development staff that can interpret and remediate findings. The report includes findings with a vulnerability description, impact statement and guidance regarding recommended remediation actions. The HTTP and HTTPS request and response transactions are provided in raw format. Findings are reviewed but not validated. 





Signed Approval and Authorization to Proceed
By signing this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA rates are required to be developed using state and federal guidelines and are reviewed by DPB and JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.

VITA pricing of services:
	Service
	Quantity
	Cost
	Total Cost per Service

	Web Application Vulnerability Scan (single scan)
	Quantity 
	$250.00
	$xxx.xx

	Total
	$xxx.xx



Please contact the VITA One-Stop group at VITAOneStop@vita.virginia.gov with any questions or concerns. Please submit the approved form to the above email address. Due to security requirements, this form must be signed by both the AITR and the ISO. It is not eligible for electronic approvals in the WR database. VITA is pleased to provide your IT services.

Signed Approval Required
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________

Signed Approval Required
Information Security Officer (signature): ___________________________
Information Security Officer (printed): _____________________________
Acceptance Date:  ____________
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