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Date:  Enter date
Agency Name:  Enter Agency Name
Request Number:  Enter Request Number

[bookmark: _GoBack]Summary 
This document is a standard form for Eligible Customer, “Customer,” to request an Enhanced Server Operating System Security (ESOSS) service. This form allows Customer to order additional security for servers deployed in the CoV Environment. The service will provide the Customer with ESOSS for specific servers (physical or virtual). Vendor will perform ESOSS rule updates in collaboration with the Customer for any new or upgraded Customer’s applications up to twelve times per year, per server at no additional Fee; thereafter, a Customer may request additional configuration changes through the Work Request process, which work will be priced separately.

The details expressed in the “Project Information” section of this form will be used by Northrop Grumman, “Vendor,” to fulfill the request. The services delineated herein shall be provided in accordance with and are subject to the provisions of the Comprehensive Infrastructure Agreement (CIA).
Conditions
The following conditions must be met for this form to be used:
1. Customer currently must be receiving services under the CIA.
2. This request is not part of incident resolution (i.e.: to resolve and close an incident ticket).
3. This request is not being processed through a VCCC service ticket.
4. Server must meet requirements set forth below.

	Server Operating System Type: Windows (32-bit)

	Minimum Operating Systems Requirements1
	Minimum Hardware Requirements
	Supported File Systems

	· Windows 2003 with Service Pack 1 (in standalone mode only
· Windows 2003 with Service Pack 2 (with ePO and in standalone mode)
· Windows 2008 with Service Pack 1 
· Windows 2008 with Service Pack 2
· Windows Server 2012
	· Single/Multiple Intel Pentium CPU 
· 512 MB RAM
· 100 MB free disk space for installation on system volume
· 100 MB free disk space on every volume that will be solidified
· TCP/IP Protocol should be installed on the system 
	· NTFS 
· FAT (FAT 32, FAT 16)
· UDFS
· CDFS (Only in update mode, solidification is not allowed)
· CIFS Redirector

	Server Operating System Type: Windows (64-bit)

	Minimum Operating Systems Requirements
	Minimum Hardware Requirements
	Supported File Systems

	· Windows 2003 (x86-64/IA64/AMD64) with Service Pack 1 (in standalone mode only) or Service Pack 2 (with ePO and in standalone mode)
· Windows 2003 (x86-64/IA64/AMD64) with Service Pack 2 (with ePO and in standalone mode)
· Windows 2008 Server (x86-64/AMD64) with Service Pack 1 Windows 2003 R2 (x86-64/AMD64)
· Windows 2008 Server (x86-64/AMD64) with Service Pack 2 Windows 2003 R2 (x86-64/AMD64)
· Windows 2008 Server Core (x86-64/AMD64) with Service Pack 1
· Windows Server 2008 R2 Service Pack 1 (x86-64/AMD64)
· Windows Server 2012
	· Processor supporting x86-64/IA64/AMD64 architecture 
· 2 GB  RAM
· 100 MB free disk space for installation on system volume
· 100 MB free disk space on every volume that will be solidified
· CP/IP Protocol should be installed on the system
	· NTFS 
· FAT (FAT 32, FAT 16)
· UDFS
· CDFS (Only in update mode, solidification is not allowed)
· IFS Redirector

	Server Operating System Type: Linux (32-bit)

	Minimum Operating Systems Requirements
	Minimum Hardware Requirements
	Supported File Systems

	· RHEL 5 
· RHEL 6 
· CentOS 5 
· CentOS 6 
· OL 5 
· OL 6 
· SLES 10 
· SLES 11 
· SLED 11
	· Single/Multiple AMD/Intel Pentium CPU
· 512 MB RAM
· 80 MB free disk space for installation on system volume
· Write permission on partition where Solidifier will be installed
	· EXT 2
· EXT 3
· EXT 4
· REISERFS
· NFS 2
· NFS 3 
· NFS 4
· XFS

	Server Operating System Type: Linux (64-bit)

	Minimum Operating Systems Requirements
	Minimum Hardware Requirements
	Supported File Systems

	· RHEL 5 
· RHEL 6 
· RHEL 7
· CentOS 5 
· CentOS 6 
· CentOS 7 
	· Single/Multiple AMD/Intel Pentium CPU
· 512 MB RAM
· 80 MB free disk space for installation on system volume
· Write permission on partition where Solidifier will be installed
	· EXT 2
· EXT 3
· EXT 4
· REISERFS
· NFS 2
· NFS 3 
· NFS 4
· XFS

	Server Operating System Type: Solaris

	Minimum Operating Systems Requirements
	Minimum Hardware Requirements
	Supported File Systems

	· Solaris 9 SPARC
· Solaris 10 SPARC
· Solaris 10 x86/AMD64
	· UP/SMP Ultra SPARC II Series 
· Ultra SPARC III Series
· 512 MB RAM
· 80 MB free disk space for installation on system volume
· Write permission on partition where Solidifier will be installed
	· UFS
· VxFS
· TMPFS
· NFS 2
· NFS 3
· ZFS (Solaris 10 Only)”


1The ESOSS software for Windows NT4 with Service Pack 6a and Windows 2000 with Service Pack 4 Rollup 1 is now end of life; therefore, no new deployments of ESOSS for this operating system will be available. In order to secure the server, Customer must submit a custom Work Request to upgrade the service platform.
Stakeholders
Enter the name(s) of the implementation point of contact if not the AITR.
	Name
	Role
	Work Phone
	Email

	Enter Name - Optional	Customer Point of Contact (POC)
	Enter telephone number
	Enter email address


Project Information
The following table lists the information necessary for the completion of this request.
	Item
	Description

	Anticipated Implementation Timeframe
	42 calendar days per server (physical or virtual)

	Requested Implementation Date
	Enter requested implementation date
	mm/dd/yy

	
	Note:  The period between the date when the form is submitted to VITA and the requested implementation date must include the number of days indicated in the Anticipated Implementation Timeframe.

	Business Impact
	Provide details regarding the impact of this work request to other work requests, critical customer operations, and/or schedules.

	
	Enter comments here – Optional 

	Does this WR support a major IT project?
	Select answer
	If yes, what is the major IT project name:
	Enter project name


	Server Name
	Server 1
	Server 2
	Server 3
	Server 4

	
	Enter server name 
	Enter server name
	Enter server name
	Enter server name

	
	Server 5
	Server 6
	Server 7
	Server 8

	
	Enter server name 
	Enter server name 
	Enter server name 
	Enter server name 

	Other Customer Comments
	Provide comments that may assist with the implementation of this request however requests that would cause the implementation to deviate from the Service could preclude the provisioning of such Service via this standard form. 

	
	Enter comments here - optional


Project Assumptions
	Assumption
	Description

	Software Learning
	When the ESOSS software is initially deployed, the software is in “learning mode.”  While in learning mode, the ESOSS software will collect initial profiling information from the server’s operating system.

	Software Stabilization
	Once final rule sets are implemented, the server’s operating system will be considered “locked down” and the ESOSS hardening will be complete.

	Completion Time
	Learning mode activities may require between 30 and 90 days to complete, depending on the server’s hosted application profile role and complexity.

	Physical Access to Facilities
	The Vendor assumes the Customer will provide access to the necessary areas of the facility through completion of the implementation of this request.

	Outages
	A machine reboot may be required.

	Requests
	ESOSS must be requested by the Customer on a per server subscription basis.


Project/Deliverable Criteria for Acceptance
The following table describes the project/deliverable acceptance criteria for this request.
	Deliverable
	Acceptance Criteria

	Enhanced Server Operating System Security
	ESOSS Client has been installed on each specified server.



Signed Approval and Authorization to Proceed
By approving this document, the Customer provides VITA with the authorization to proceed with the implementation and delivery of the services described herein and agrees to pay VITA the associated fees listed in the below table. Costs will be billed as they are incurred.  VITA rates are required to be developed using state and federal guidelines and are reviewed by DPB and JLARC. Customers' bills may change as/when VITA statewide rates change.

It is acknowledged and agreed that the services delineated herein shall be provided in accordance with and are subject to the provisions of the CIA.

If this work request is cancelled for any reason by the agency prior to completion, the agency is responsible for all expenses, including labor charges, incurred prior to the cancellation notice.

VITA pricing of services:
	Costs

	One Time Cost

	Resource Unit
	Quantity of Servers (Physical and Virtual)
	Cost/Server
	Total

	Enhanced Server Operating System
	Enter Qty
	$2,080.62
	Enter Total

	Total One Time Costs
	Enter Total

	Recurring (Monthly Cost)

	Resource Unit
	Quantity of Servers (Physical and Virtual)
	Cost/Server
	Total

	Enhanced Server Operating System
	Enter Qty
	$392.06
	Enter Total

	Total Recurring Costs/Month
	Enter Total



Please contact the VITA One-Stop group at VITAOneStop@vita.virginia.gov with any questions or concerns. Please submit the completed form to the above email address. The customer may either sign the form or approve it electronically in the work request database (completed but unsigned form still needs to be provided to VITA for implementation purposes). VITA is pleased to provide your IT services.

Approval
Agency Information Technology Resource (signature): ___________________________
Agency Information Technology Resource (printed): _____________________________
Acceptance Date:  ____________
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